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EDITORIAL

Welcome to the first edition of The International Comparative Legal Guide to:
Data Protection. 

This guide provides the international practitioner and in-house counsel with a
comprehensive worldwide legal analysis of the laws and regulations of data
protection.

It is divided into two main sections:

One general chapter entitled Data Protection – a Key Business Risk.

Country question and answer chapters.  These provide a broad overview of
common issues in data protection laws and regulations in 29 jurisdictions.

All chapters are written by leading data protection lawyers and industry
specialists and we are extremely grateful for their excellent contributions.

Special thanks are reserved for the contributing editor Bridget Treacy of
Hunton & Williams for her invaluable assistance.

Global Legal Group hopes that you find this guide practical and interesting.

The International Comparative Legal Guide series is also available online at
www.iclg.co.uk.

Alan Falach LL.M.
Group Consulting Editor
Global Legal Group
Alan.Falach@glgroup.co.uk
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New Zealand

1 Relevant Legislation and Competent 
Authorities

1.1 What is the principal data protection legislation?

The Privacy Act, 1993.

1.2 Is there any other general legislation that impacts data
protection?

No, save for the public sector (see question 1.3).  However, the

common law (the Judge-made law) is important.  For example, the

Privacy Act has limited application to parties other than natural

persons such as companies.  

There are common law remedies available from the courts relating

to duties of confidentiality, tort claims such as in privacy and

negligence, and contract claims where contracts are breached as to

data.

1.3 Is there any sector specific legislation that impacts data
protection?

The public sector has legislation applicable to the information it

holds, including the Official Information Act and the Public

Records Act.  The Privacy Act contains provisions specific to the

public sector such as in relation to information sharing between

public sector agencies.  This chapter focuses on the private sector.

There is legislation that touches on privacy issues.  In addition, the

Privacy Commissioner has issued specific binding codes for

industries and sectors such as health, credit reporting, and

telecommunications.  These codes principally amend the IPPs

described in section 3 below to apply to those sectors.

1.4 What is the relevant data protection regulatory
authority(ies)? 

The Privacy Commissioner, whose office is called the Office of the

Privacy Commissioner (OPC).

The Ombudsman has a role also in regard to the public sector.

2 Definitions

2.1 Please provide the key definitions used in the relevant
legislation:

Although the Privacy Act implements the OECD Guidelines, the

definitions differ from, say, the EU provisions.  Therefore there are

no definitions similar to, for example, data processor.  The reason

for this is that the Privacy Act revolves around broadly stated

principles called Information Privacy Principles (IPP).

The key definitions are in s. 2, Privacy Act:

“Personal Information”

This means information about an identifiable individual, that

is, a natural person other than someone who has died.  The

Privacy Act therefore does not deal with information about

companies and other entities, although such information can

sometimes also be about individuals.

“Agency”

An agency is the party responsible for appropriately dealing

with personal information.  The agency is any party

(including individuals, companies, public and private sector

etc.), with some exceptions (for example, the news media is

excluded in relation to news activities).  

3 Key Principles

3.1 What are the key principles that apply to the processing
of personal data?

The Privacy Act revolves around a series of 12 Information Privacy

Principles or IPPs.  They are as of now outlined at a high level,

although the nature of the IPPs is that they are broadly based

principles rather than being detailed and prescriptive.  Decisions

and guidance in relation to the IPPs, particularly from OPC and the

Human Rights Tribunal, are helping clarify over time how the IPPs

apply in particular contexts.  For example, the manner and extent of

permitted video camera surveillance is clarified by decisions made

over time. 

There are some carve-outs in the IPPs.  For example, many IPP

requirements will not apply when the affected individual consents

to different treatment.  In keeping with its broadly principled

Michael Wigley
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approach, rather than prescriptive detail, the Act is not specific

about how that consent is provided such as opt-in or opt-out.

Therefore that is to be decided on the circumstances of the matter. 

Another example is that a number of the IPPs permit disclosure of

personal information so long as the individual cannot be identified

(e.g. in statistics).

Also, on particular issues, other legislation may trump the Privacy

Act.

Pivotal to the IPPs are the definitions, outlined above, of “personal

information” (broadly, any information about an identifiable

individual), and “agency” (broadly, any person, company, public

sector agency, etc., that holds personal information).

The IPPs at a high level are:

IPP1: Purpose of collection of personal information: Personal

information is not to be collected by an agency unless for a lawful

purpose connected with the agency and collection is necessary for

that purpose.

IPP2: Source of personal information: The agency must collect

personal information from the individual concerned, unless

exceptions apply (e.g. individual consents; information publicly

available; compliance is impractical; information will not be used in

a form whereby the individual can be identified; etc.).

IPP3: Collection of information from subject: Where personal

information is collected from the individual concerned, the agency

must take such steps as are reasonable in the circumstances to

ensure the individual is aware of: the collection; the purpose for

collection; intended recipients; contact details for the agency; and

the individual’s right to access to the information and to have it

corrected.

IPP4: Manner of collection of personal information: Personal

information is not to be collected by the agency by unlawful means

or by means that in the circumstances are unfair or unreasonably

intrude on personal affairs of the individual.

IPP5: Storage and security of personal information: An agency

that holds personal information must ensure:

that the information is protected, by such security safeguards

as are reasonable in the circumstances, against loss, misuse,

access, disclosure, etc.; and

that if it is necessary to give the information to a party that is

providing a service to the agency, everything reasonably

within the power of the agency is done to prevent

unauthorised use or disclosure of the information. 

IPP6: Access to personal information: When an agency holds

readily retrievable information, the individual concerned shall:

be able to obtain confirmation from the agency as to whether

such information is held;

have access to that information; and

if the individual does get access, shall be informed of his or

her rights under IPP7.

IPP7: Correction of personal information: Where an agency

holds personal information, the person concerned can request:

correction of the information; and

that a statement is attached to the information stating a

correction was requested but not made.

IPP8: Accuracy, etc., of personal information to be checked

before use: An agency shall not use personal information without

taking such steps as are reasonable in the circumstances to ensure

the information is accurate, up to date, and not misleading.

IPP9: Agency not to keep information longer than necessary:

The agency must not keep the information for longer than required

for the purposes for which it can lawfully be used.

IPP10: Limits on use of personal information: An agency that

has collected personal information for one purpose must not use

that information for another purpose (unless an exception applies)

such as: consent; the second purpose directly relates to the first

purpose; and the information is used in a form in which the

individual is not identified.

IPP11: Limits on disclosure of personal information: An agency

holding personal information shall not disclose it to another party

unless the agency believes on reasonable grounds that, for example,

such disclosure is directly related to one of the purposes in

connection with which the information was obtained.

IPP12: Unique Identifiers: This IPP provides that no agency shall

assign a unique identifier to an individual unless that is necessary

for the agency to carry out its functions efficiently.  Additionally, a

unique identifier is not to be assigned by an agency that is the same

as the unique identifier assigned by an unrelated agency.    The

agency must take reasonable steps to ensure the identifier is

assigned only to individuals whose identity is clearly established.

4 Individual Rights

4.1 What are the key rights that individuals have in relation to
the processing of their personal data?

Access to data

Generally, individuals have access: see IPP6 above.

Correction and deletion

Generally, individuals can seek correction, which includes

deletion: see IPP7 above.

Objection to processing

If any of the IPPs are breached, including how information is

processed, the individual has remedies including complaint

to OPC and, ultimately, by seeking restraining orders and

damages from the Human Rights Tribunal (HRT).  Those

claims can be brought via OPC and a prosecuting agency

associated with the HRT, or brought by the individual

concerned. 

Objection to marketing

If any marketing does not comply with the IPPs, the

individual has the remedies as in the last paragraph.  For

example, if an agency collected information for one business,

but then used that information to send marketing material to

the individual, and consent had not been given, that will

often be in breach of IPP10.

Complaint to relevant data protection authority

See above.  The individual can complain to OPC and can also

seek remedies, directly or via OPC from the HRT.

5 Registration Formalities and Prior Approval

5.1 In what circumstances is registration or notification
required to the relevant data protection regulatory
authority(ies)? (E.g., general notification requirement,
notification required for specific processing activities.)

There are no such circumstances.

5.2 On what basis are registrations/notifications made? (E.g.,
per legal entity, per processing purpose, per data
category, per system or database.)

This is not applicable.
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5.3 Who must register with/notify the relevant data protection
authority(ies)? (E.g., local legal entities, foreign legal
entities subject to the relevant data protection legislation,
representative or branch offices of foreign legal entities
subject to the relevant data protection legislation.)

This is not applicable.

5.4 What information must be included in the
registration/notification? (E.g., details of the notifying
entity, affected categories of individuals, affected
categories of personal data, processing purposes.)

This is not applicable.

5.5 What are the sanctions for failure to register/notify where
required?

This is not applicable.

5.6 What is the fee per registration (if applicable)? 

This is not applicable.

5.7 How frequently must registrations/notifications be
renewed (if applicable)?

This is not applicable.

5.8 For what types of processing activities is prior approval
required from the data protection regulator?

This is not applicable.

5.9 Describe the procedure for obtaining prior approval, and
the applicable timeframe.

This is not applicable.

6 Appointment of a Data Protection Officer 

6.1 Is the appointment of a Data Protection Officer mandatory
or optional?  

Mandatory for each agency.  This person is called a Privacy Officer.

6.2 What are the sanctions for failing to appoint a mandatory
Data Protection Officer where required?

This is not clear.  If an agency fails or refuses to comply with a

lawful requirement of the Privacy Commissioner, that is an offence.

There is a question as to whether this applies to failure or refusal to

appoint a privacy officer.  A party such as the Privacy

Commissioner might be able to get a court order requiring the

agency to comply.

6.3 What are the advantages of voluntarily appointing a Data
Protection Officer (if applicable)?

This is not applicable.

6.4 Please describe any specific qualifications for the Data
Protection Officer required by law.

There are none.

6.5 What are the responsibilities of the Data Protection
Officer, as required by law or typical in practice?

By law, the Privacy Officer encourages and ensures compliance

with the Privacy Act  h by the agency, deals with requests made to

the agency under the Act, and works with OPC in relation to

investigations.

6.6 Must the appointment of a Data Protection Officer be
registered/notified to the relevant data protection
authority(ies)? 

No, this is not the case.

7 Marketing and Cookies 

7.1 Please describe any legislative restrictions on the sending
of marketing communications by post, telephone, e-mail,
or SMS text message. (E.g., requirement to obtain prior
opt-in consent or to provide a simple and free means of
opt-out.) 

The Unsolicited Electronic Messages Act 2007 restricts unsolicited

electronic commercial messages such as emails and SMSs.  The

restrictions do not include post or phone calls.

7.2 Is the relevant data protection authority(ies) active in
enforcement of breaches of marketing restrictions?

Yes they are.

7.3 What are the maximum penalties for sending marketing
communications in breach of applicable restrictions?

A pecuniary penalty up to NZ $200,000 for individuals and NZ

$500,000 for organisations, damages and compensation.

7.4 What types of cookies require explicit opt-in consent, as
mandated by law or binding guidance issued by the
relevant data protection authority(ies)? 

New Zealand does not have cookie-specific legislation such as is

required by the EU e-Privacy Directive.  However, the Privacy Act

and its IPPs are applicable, and may mean that use of a cookie is not

permitted, or only permitted if for example, there is an opt-in or opt-

out notice on the website, depending on the circumstances.  IPP 3,

4 and 10, as described at section 3, are particularly relevant.

7.5 For what types of cookies is implied consent acceptable,
under relevant national legislation or binding guidance
issued by the relevant data protection authority(ies)?

There is no statutory clear delineation, and this falls to be assessed

in each case under the IPPs.
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7.6 To date, has the relevant data protection authority(ies)
taken any enforcement action in relation to cookies?

We are not aware of any action.

7.7 What are the maximum penalties for breaches of
applicable cookie restrictions?

The Privacy Act liabilities apply (that is, the Human Rights

Tribunal can order damages).

8 Restrictions on International Data Transfers 

8.1 Please describe any restrictions on the transfer of
personal data abroad. 

The general IPPs may in effect restrict transfer of some data

offshore. 

As to specific transborder data, in 2010, the Privacy Act was

amended to add the ability for the Privacy Commissioner to prohibit

a transfer of personal information from New Zealand to another

State, where he or she reasonably believes:

the information has been or will be received from another

State, and is likely to be transferred to a third State without

comparable privacy/data protection legislation to the NZ

Privacy Act; and

the transfer is likely to contravene the basic principles of

national application in Part 2 of the OECD Guidelines on

privacy and transborder flows of data.

In deciding what to do, the Commissioner has regard to a number

of factors including those OECD guidelines and the EU Directive

95/46/EC.

8.2 Please describe the mechanisms companies typically
utilise to transfer personal data abroad in compliance with
applicable transfer restrictions.

In practice, the main consideration will be whether the transfer will

comply with the IPPs, and that is fact-specific.  For example, under

IPP5, will transfer of data to an offshore cloud service provider

meet the obligation on the NZ agency to ensure that everything

reasonable is done to prevent unauthorised use or disclosure of the

information?  This will depend on various facts such as the

sensitivity of the information, the contract with the cloud service

provider, what security steps it has taken, etc. 

The issue under the OECD guidelines will arise, but generally not

for companies.

8.3 Do transfers of personal data abroad require
registration/notification or prior approval from the relevant
data protection authority(ies)? Describe which
mechanisms require approval or notification, what those
steps involve, and how long they take.

No, this is not the case.

9 Whistle-blower Hotlines 

9.1 What is the permitted scope of corporate whistle-blower
hotlines under applicable law or binding guidance issued
by the relevant data protection authority(ies)? (E.g.,
restrictions on the scope of issues that may be reported,
the persons who may submit a report, the persons whom
a report may concern.)

There are no specific requirements for hotlines.

However, to get the protection of the whistle-blower legislation (the

Protected Disclosures Act), the whistle blower needs to have a

reasonable belief there is ‘serious wrongdoing’ which includes:

unlawful, corrupt or irregular use of public money or

resources;

conduct that poses a serious risk to public health, safety, the

environment or the maintenance of the law;

any criminal offence; or

gross negligence or mismanagement by public officials.

9.2 Is anonymous reporting strictly prohibited, or strongly
discouraged, under applicable law or binding guidance
issued by the relevant data protection authority(ies)? If
so, how do companies typically address this issue?

No, it is not.

9.3 Do corporate whistle-blower hotlines require separate
registration/notification or prior approval from the relevant
data protection authority(ies)? Please explain the
process, how long it typically takes, and any available
exemptions.

No, it is not.

10 CCTV and Employee Monitoring

10.1 Does the use of CCTV require separate
registration/notification or prior approval from the relevant
data protection authority(ies)?  

No, this is not the case.

10.2 What types of employee monitoring are permitted (if any),
and in what circumstances?

Like many issues under the Privacy Act, this comes back primarily

to application of the IPPs, and that is dependent on the facts in each

case.  If notice is given, or consent obtained, the ability to monitor

is likely to be compliant.  Generally, absent special circumstances,

surveillance in areas such as bathrooms would not be compliant.

10.3 Is consent or notice required? Describe how employers
typically obtain consent or provide notice.

As noted above, consent or notice will generally be more likely to

be compliant.  The type of consent (opt in or opt out, etc.) or notice

(e.g. the prominence of the notice) will depend on the

circumstances.  Ideally, written opt in consent is obtained.
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10.4 To what extent do works councils/trade unions/employee
representatives need to be notified or consulted?

There is no specific requirement, but consulting those

representatives may in some circumstances make it more likely  that

there will be compliance.

10.5 Does employee monitoring require separate
registration/notification or prior approval from the relevant
data protection authority(ies)?  

No, it is not.

11 Processing Data in the Cloud  

11.1 Is it permitted to process personal data in the cloud? If so,
what specific due diligence must be performed, under
applicable law or binding guidance issued by the relevant
data protection authority(ies)?

Yes.  IPP5, described at section 3 above, is the most relevant

provision in the Privacy Act.  When an agency gives personal

information to a third party provider such as a cloud service

provider, it must do everything reasonably within its power to

prevent unauthorised disclosure or use of the information.  The

level of the requirement in this regard will depend on the facts such

as the sensitivity of the data, the security and other protection

provided by the cloud provider, the contractual terms, the country

where the data will go, etc.  If the data is particularly sensitive (e.g.

health records) the agency will need to be particularly careful and

consider doing due diligence, etc. Many multi-national cloud

provider contracts currently fall short.

11.2 What specific contractual obligations must be imposed on
a processor providing cloud-based services, under
applicable law or binding guidance issued by the relevant
data protection authority(ies)?

For the reasons in question 11.1, there are no specific contractual

obligations.  Rather, as part of the overall circumstances, the

contract will need to be sufficiently robust.  This is just one of the

requirements to be considered.

12 Big Data and Analytics 

12.1 Is the utilisation of big data and analytics permitted? If so,
what due diligence is required, under applicable law or
binding guidance issued by the relevant data protection
authority(ies)?

Yes.  Even if the Big Data is sourced from personal information about

an identifiable individual, if the information is anonymised so that the

individual can no longer be identified, that is acceptable.  There is an

increasing risk, however, internationally, that data like this can be

matched in such a way that the individual can be identified.

If Big Data analytics are used for purposes that do identify the

individual (for example, to market to that person) there must be

compliance with the IPPs outlined at section 3 above.  For example,

it may not be possible to use some information to market to the

individual if he or she has not consented.  Typically, therefore,

companies will get customers to sign up to forms (such as when

getting loyalty cards) permitting use of data in this way.

13 Data Security and Data Breach

13.1 What data security standards (e.g., encryption) are
required, under applicable law or binding guidance issued
by the relevant data protection authority(ies)? 

There are no statutory minimum requirements such as obligations to

comply with certain international standards.  IPP5, described at

section 3 above, is, as is often the case for companies, at the heart

of their obligations.  Agencies must have security safeguards that

are reasonable in the circumstances.  Health and banking records

require high levels.  Pizza orders require lower levels.  If an agency

follows and applies best industry practice in terms of security, such

as compliance with international standards, modern security

practices etc, the risk of non-compliance is low.

As noted at the outset, there can be other sources of liability such as

negligence, breach of confidence and contract, etc.  They are

important considerations, especially for companies and also for

B2B dealings.

13.2 Is there a legal requirement to report data breaches to the
relevant data protection authority(ies)? If so, describe
what details must be reported, to whom, and within what
timeframe. If no legal requirement exists, describe under
what circumstances the relevant data protection
authority(ies) expects voluntary breach reporting.

No.  The Privacy Commissioner might prefer to have voluntary

disclosure, but that is not currently enforceable.

13.3 Is there a legal requirement to report data breaches to
individuals? If so, describe what details must be reported,
to whom, and within what timeframe. If no legal
requirement exists, describe under what circumstances
the relevant data protection authority(ies) expects
voluntary breach reporting.

No, and the position is as in question 13.2.

14 Enforcement and Sanctions 

14.1 Describe the enforcement powers of the data protection
authority(ies):
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Power

Civil/Administrative

Sanction

Criminal

Sanction

Privacy

Commissioner

Power to request prosecution official

associated with Human Rights Tribunal to

bring proceedings in that tribunal.

There are

none

Human Rights

Tribunal

Orders such as declarations and damages

for breach of the Privacy Act, at the insti-

gation of the affected individual or the

Privacy Commissioner via the path noted

above.

There are

none

Courts 
Privacy Act issues do arise in civil court

matters.

Offences

under the

Privacy

Act 
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14.2 Describe the data protection authority’s approach to
exercising those powers, with examples of recent cases.

The Privacy Commissioner will generally endeavour to resolve

complaints short of taking enforcement action involving

proceedings in the Human Rights Tribunal.  It may for example,

seek voluntary compliance, a mediated settlement between parties,

etc.  Human Rights Tribunal actions are relatively infrequent, and

the courts have also relatively infrequently dealt with Privacy Act

issues.

15 E-discovery / Disclosure to Foreign Law 
Enforcement Agencies 

15.1 How do companies within New Zealand respond to
foreign e-discovery requests, or requests for disclosure
from foreign law enforcement agencies?

How to handle such requests will depend on the country where the

requests come from and the nature of the requests, plus other factors

such as whether the company or the holding company of the NZ

entity has an office in the requesting country.  If it does, that may

raise compliance issues in the requesting country’s courts.  There

are particular rules between Australia and New Zealand.  Therefore,

for foreign civil discovery, each case should be checked legally.

As to requests for disclosure from foreign law enforcement

agencies, again this should be checked carefully.  New Zealand is

currently receiving international attention in this area, due to the

FBI requests to obtain information held in relation to internet

entrepreneur Kim Dotcom.

15.2 What guidance has the data protection authority(ies)
issued?

There is none. 
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